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Eine hardware-beschleunigte Prototyping-Plattform
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TrustNode Key-Features

: Kompatibel
R I CEERY
WK m » Testing: ERILNI4.0:E 0
SRERREREAE s e imer s
Innovative
Flexibel . , )
» Laufende Forderprojekte generieren
» Neue Datenpfadfunktionen in fortlaufend neue Features
Sekunden
» OpenSource Software mit groBer Robust
Community > 19" Aluminium Geh3use
> FPGA-extends-software Konzept » ESD Schutz fiir alle Interfaces
(auch interne experimental pins)
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Designflow

Definition of new
functionality

FPGA Feature Software Feature
Definition Definition

Implementation in VHDL/Verilog/ Implementation in scripting
SystemC/HLS/MyHDL or via GUI ... language/Python/C/C++ ...

Verification in simulation Verification on TrustNode,
slow- - connecting to the TrustNode driver via CLI or sysfs.
full visibility Download software/scripts via SSH or Console,

using dedicated stimuli or load from SD Card or USB
or on the TrustNode

fast

visibility via MMI/ChipScope VIO&ILA/ information

injected into frames, counters, checkers/monitors

using real-world or engineered stimuli.

Download FPGA design via SSH, internal JTAG,
or internal fast-serial (mounted medium)

Test with separate TrustNode with traffic generator/
analyzer design, via dedicated network test
equipment (e.g., SmartBits), or via dedicated

software (Ostinato, Mausezahn, Wireshark, netcat,
iperf, tcpreplay, PackETH, ...)
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TrustNode Architektur — Grundlage fiir Innovationen

CPYaddonboard .

DDR3L |l USB, SDHC JTAG
RAM interfaces
Intel Atom Board Controller |
CPU | ‘ ‘

Watchdog E

Frontpanel EINe

Clock jack

FCie Artix 7 FPGA Clock Unit

10 Gigabit Ethernet 2 sync Gigabit
Ports Ethernet Ports
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Innovationen

TrustNode Architektur — Grundlage fur

Optional management Ethemet port (supported by the
next version of the Atom module; usually not mounted)

[ e st
Processor Reset
Spartan JTAG Artix Reset

User Event

Resetable Fuse
Connector for
power
Fusable
fuse option

SMBus 3.3V PMod (usually not mounted)
Spartan-controlled FAN connector (12V)

Battery for Atom RTC and
Artixencryption key
Spartan-3AN System Controller,
‘with FT2232H connection
.
nF Oy - Spartan-controlled
- H FAN connector (12V)

l_@_‘lnno A
EH ' Route

Product test
M | connector for GPHYs
14 pin header providing |~ 1
10 ESD protected 2.5V UserlOs | - t ! L N0

ter

Front Panel

4 Arth -
Header for two [(suserteps)/ [ ArtxFPGa without measurement Pao’“;g"s'e‘ 5';;’4"::;"5'3 c gt
headers + SV .5V,
reteronce ESD protected) | | ESD protected) 12 Ethernet ports
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TrustNode Architektur

action unit TAS

S FlowCache

Intel Atom

oels 810d

concentrator
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CPU-Subsystem Architektur

» Intel Atom E3845 » 4GB RAM

» 4x1.9 GHz » UEFI secure boot

» x86_64 Architektur
» Auch fiir Desktop-OS wie Windows
geeignet
» Closedsource Software ist ohne
crosscompiling lauffahig

Datenblatt: https://www.intel.com/content/dam/www/public/us/en/documents/
datasheets/atom-e3800-family-datasheet.pdf
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Software features

v

WEB-Oberflache » FPGA Konfiguration iiber CLI

NetConf Interface Software
» FlowCache

v

» OpenFlow Interface > Time Aware Shaper

» FPGA Programmierung » Acceleration DataPath
» FTDI-JTAG > 6Tree Routing [1]
> FTDl-optomode(schneller) » Ethernet Treiber fiir FPGA PCle

» FPGA Konfiguration tiber MMI Interface
» FlowCache (OpenFlow acceleration) » Standard Linux Ethernet Interface
> Acceleration DataPath » PTP Hardware Clock Gerat
» TSN Core > Interrupt Verarbeitung fiir MMI und
» Weitere Konfiguration PCle

Public — InnoRoute GmbH, (© all rights reserved @Inno Feb: 13, 201 12 /2
Folien: https://innoroute.com/i-tage/ &  Route Software features ebruary 13, 2019, /28


https://innoroute.com/i-tage/

SDN/TSN Interfaces

» OpenvSwitch Endpunkt auf CPU
» Python Schnittstelle fiir automatische Flow-acceleration im
FlowCache
» Einfach anpassbare REST Interface Vorlagen vorhanden.
» Sysrepo: NetConf, RESTconf
» OPC-UA (comming soon)
Public — InnoRoute GmbH, © all rights reserved @Elnagute P February 13, 2010, 13 / 28
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TrustNode Software Entwicklungsumgebung

» OpenWRT BuildRoot-basierte e — : —

. .config - OpenHrt Configuration
Toolchain
OpenHrt Configuration
Arrow keus navigate the menu. <Enter> selects submenus ——-> Cor empty
O .. f b dd d submenus ——-).  Highlighted letters are hotkeys. Pressing <Y> includes,
| 3 <MN> excludes, <M> modularizes features Press <Esc><Esc> to exit, <7> for
ptlmlert ur em e e syStems Help, </> for Search. Legend: [=] built-in [ 1 excluded <M> module < >
» Paketbasiert, einfach erweiterbar Subtarget (Trustiode)
Target Profile (Generic)
Target Images ---»
. M H Global build settings ---»
» GroBe & aktive Communlty mit [+] Advanced configuration options (for developers) --->
[ 1 Build the Openkdrt Image Builder
InnoRoute als Gatekeeper b2 Gl iz Gt S

[ 1 Package the Openkrt-based Toolchain
[+] Image configuration ---
Base sustem --->
. . HAdministration >
> Erstellt fertiges UEFI-Image mit root Lo
Kernel und Root-Dateisystem Flemare 5

Fonts -—-->

InnoRoute  --->

Kernel modules

» Online verfiigbar: e
https://github.com/InnoRoute Cots  CHelps <o Lot

B P 3 1311]¢]
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FPGA Erweiterung

> Artix7 FPGA
» & XILINX VIVADO!
» InnoRoute VHDL-Lizenz

Board
controller

Ethernet
& XILIN)J

VIVADO’

JTAG connector

Figure: FPGA access
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FPGA Modul Struktur

Network interfaces

FIFO, SFD/FCS strip,

NoC header creation, RX N
64 Byte segmenting, Network
segment interleaving Datapath PCle
. i
parsing, RX -
classification, Processing 3
set outputport Datapath b
4
. 00 )
buffering, queuing, Shared Buft Common| | =
ffer —
scheduling Memory _ Modules %
TX °%
packet modification Processing E‘_
(using NoC-information)
Datapath e . PClc
NoC-header strippi T
oC-header stripping,
SFD/FCS adding, Network
timestamping Datapath —
Network interfaces

Figure: TrustNode Datenpfad Blocke [2]
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Datenpfad Module

» Pipeline Architektur mit
Finite state machines (FSMs)

> Zugriff auf Memory Mapped
Interface (MMI), oder andere
Schnittstellen

AXId
I Datapath Module

| Processing

[ Internal
Memories
N i Shared |

Memories

Pl oyelef

*AXM
IAXM

Datapath Module
[ Intemnal
Memories

[ Shared
Memories

Datapath Module
[ Intemal
Memories

Processing

AXI4
Datapath Module
>+1 cycle - —Intornal |
1 ovele Processing Memories
%l_lc_yc_le[ (A Shared 5
/v\ Memories Iaxia

’+1 cycle - Axa
>+1 cycle L] o

"
’+1 cycle \C B)

’+1 cycle

ﬂiyﬁ}——/
AXI4

| Processing

[ Shared
N Memories

ae | FSM .y
B
—

A

Figure: Funktionserweiterung durch modulare Block
Verkettung. [2]
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Kleine Latenz durch cut-through

Figure: Delay von PHY zu PHY
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Deterministische Latenz der Module

1200
_ 1000
£ 800
>
E 600
B 400
200
O T T T T
2 O KO = 8 T HEHO 2
—°§<§m§.§-c5 8Hm><<5,o
Sy = S LSS
L O O
£% 2493332  EE
R
=
o
Figure: Latenz der Datenpfad Module [2]
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Wenig Jitter

[\
Ll

Latency pin-pin [ps]

O'I'IIIIIIIIIIIIIIIIIII

64 320 576 832 1.088 1.344
Frame Size [B]

Figure: Jitter fiir verschiedene FramegroBen|[2]
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TSN Experiment/Video

Webinterface

v

v

Open vSwitch

FlowCache

v

v

Time Aware Shaper
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Zusammenfassung: Flexibel, Innovativ, TSN ready, ...

................ >

8 o
> Hohe Flexibilitat: >
» Programmierbare Hardware >

» Einfach erweiterbare OpenSource

» Unterstiitzte Standards:

IEEE 802.1 AS

IEEE 802.1 Qbv

(IEEE 802.1 Qcc) MSRP: work in progress
(IEEE 802.1 Qci) work in progress

» Standard Schnittstellen:

Software
» TSN ready » NetConf/RESTconf
» Precision Time Protocol (PTP) » OpenFlow
» Synchronous Ethernet (SyncE) » OPC-UA
» Time Aware Shaper (TAS) L
e b oy ihts eserved EE"ROute Zusammentassung February 13, 2010, 26 / 28
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http://trustno.de
https://twitter.com/innoroutegmbh
https://de.linkedin.com/company/innoroute

Quellen |

[4 A. Foglar, M. Parker, and T. Rokkas, IPv6 source routing for ultralow latency
draft-foglar-ipv6-ull-routing-04, |ETF Routing Area Working Group, Ed., 2018.
[Online]. Available:

https://tools.ietf.org/html/draft-foglar-ipv6-ull-routing-04.

@ C. LiB, M. Ulbricht, U. F. Zia, and H. Miiller, “Architecture of a synchronized
Low-Latency network node targeted to research and education,” in 2017 [EEE

18th International Conference on High Performance Switching and Routing
(HPSR) (IEEE HPSR'17), Campinas, Brazil, Jun. 2017.
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Abkurzungen |

CLI Comand Line Interface

CPU Central Processing Unit

ESD Electrostatic Discharge

FSM Finite state machine

JTAG Joint Test Action Group

MSRP Multiple Stream Reservation Protocol
MMI Memory Mapped Interface

OVS Open vSwitch

PCle Peripheral Component Interconnect Express

PHY Physical Layer Chip
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Abkurzungen I

PTP Precision Time Protocol

REST Representational State Transfer
SyncE Synchronous Ethernet

TAS Time Aware Shaper
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State of the Art

Dedicated Switch/Router \ i
Missing control & visibility for custom functionality or high latency — esm=====

PC with FPGA cards optimized for low latency
Few ports, only 10G+ interfaces.
Latency depends on software stack and input/output port combination.

PC with one or two NetFPGA cards
High latency (store & forward) and few ports.
No frequency synchronization option.

XEON servers with standard NICs
Easily available and scalable, but higher latency
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